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ABSTRACT
Blockchain technology has emerged as a promising solution to critical challenges in healthcare data management, particularly during large-scale public health emergencies such as the COVID-19 pandemic. Conventional centralized healthcare systems suffer from data fragmentation, delayed access, limited interoperability, and increased vulnerability to data tampering and unauthorized modifications. These limitations significantly impact timely medical decisionmaking and the secure exchange of sensitive patient information.
This paper proposes BlockMed, a decentralized healthcare data integrity framework that integrates blockchain technology with the Inter Planetary File System (IPFS) to enable secure, scalable, and tamper-resistant management of COVID-19 medical records. In the proposed model, encrypted healthcare data are stored offchain using IPFS, while cryptographic hashes and access control policies are maintained on the blockchain to ensure immutability and verifiability. Smart contracts are employed to automate data access permissions, allowing patients to retain ownership and control over their medical records.
By combining decentralized storage, cryptographic security, and smart contract-based authorization, BlockMed enhances data integrity, privacy preservation, and system resilience while reducing the storage and operational costs
associated with traditional
blockchain-based healthcare solutions. The proposed framework demonstrates the potential of blockchain-enabled architectures to support secure healthcare data sharing and reliable information access during pandemic situations and similar healthcare crises.
Keywords— Blockchain, Healthcare, COVID-19, Data Integrity, IPFS, Smart Contracts,
Decentralization, Medical Records.
	I.	INTRODUCTION
The rapid spread of the COVID-19 pandemic exposed significant limitations in existing healthcare data management systems, particularly in terms of data accessibility, integrity, and secure information sharing. Traditional centralized healthcare infrastructures rely heavily on fragmented electronic health record (EHR) systems, which often operate in isolation and lack interoperability. These systems are highly susceptible to data breaches, unauthorized alterations, and single points of failure, posing serious risks during public health emergencies where timely and accurate information exchange is crucial.
	


Blockchain technology offers a decentralized and tamper-resistant alternative for managing sensitive healthcare data. By maintaining an immutable ledger distributed across multiple nodes, blockchain ensures transparency, traceability, and resistance to unauthorized modifications. In the healthcare domain, blockchain has been explored for applications such as secure medical record sharing, pharmaceutical supply chain tracking, insurance claim processing, and verification of COVID-19 test results and vaccination certificates. Smart contracts further enhance these capabilities by enabling automated, rule-based access control without the need for trusted third parties. Despite its advantages, direct on-chain storage of large medical datasets is impractical due to high storage costs and scalability constraints. To address this challenge, hybrid approaches that combine blockchain with off-chain storage solutions have gained increasing attention. The InterPlanetary File System (IPFS) provides a decentralized and content-addressable storage mechanism that complements blockchain by enabling efficient storage and retrieval of large encrypted medical files. Storing only cryptographic hashes on the blockchain while maintaining data off-chain significantly reduces overhead while preserving data integrity.
In this context, this paper introduces BlockMed, a blockchain-based healthcare data integrity framework designed to support secure management of COVID-19-related medical information. The proposed system integrates blockchain, IPFS, smart contracts, and cryptographic techniques to ensure patient privacy, decentralized access control, and reliable data verification. By eliminating dependence on centralized repositories and enabling patientcentric data ownership, BlockMed aims to enhance the robustness and trustworthiness of healthcare data systems during pandemic scenarios and future healthcare emergencies.
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Figure	1.	Basic	Blockchain	Technology
Workflow for Encryption
Figure 1 illustrates the basic blockchain-based encryption workflow adopted in the proposed BlockMed framework. The process begins with the encryption of medical certificates, followed by secure upload to the Inter Planetary File System (IPFS). A unique cryptographic hash generated by IPFS is returned and recorded on the blockchain through a smart contract. This hash acts as a tamper-proof reference to the encrypted data, enabling secure verification and controlled access by authorized users while ensuring data integrity and patient privacy.
[image: ]
Figure 2. Blockchain-Based Healthcare System Architecture
Figure 2 presents the overall architecture of the proposed blockchain-based healthcare system used in the BlockMed framework. The architecture integrates hospitals, user systems, and medical record databases through a decentralized blockchain network. Smart contracts act as the execution layer, enabling automated data processing, access control, and secure interactions between healthcare providers and users. The system supports controlled data exchange between medical record repositories and user databases while ensuring transparency, traceability, and data integrity across the healthcare ecosystem.
	II.	LITERATURE SURVEY
A. Blockchain-Based Secure Storage for Medical
Records
This research introduces a secure framework for managing medical data using Hyperledger Fabric combined with Attribute-Based Access Control (ABAC). The approach ensures fine-grained and adaptable access permissions for sensitive health information. By leveraging blockchain’s immutability and smart contracts, the system preserves both integrity and traceability of records. To address the challenge of storing large files directly on-chain, the InterPlanetary File System (IPFS) is employed for off-chain storage. With ABAC, access is granted according to userdefined attributes, strengthening data-sharing security while maintaining flexibility in protecting confidential medical information. (Sun et al., 2022)
B. BTDSI: Trusted Blockchain Data Storage for Industry 5.0
This study proposes a blockchain-driven storage model tailored for Industry 5.0 requirements. By shifting from centralized systems to a decentralized blockchain infrastructure, the framework tackles common scalability and security challenges. It integrates low-density parity-check codes, sharding, and a dual-layer Merkle tree to enable lightweight nodes to validate data efficiently while resisting availability attacks. Additionally, erasure coding supports low-storage nodes, reducing congestion and enhancing scalability. Overall, the model improves blockchain performance and ensures
data integrity in next-generation industrial environments. (Liu et al., 2023)
C. Blockchain and Distributed Storage Applications
This article examines the rapid evolution of blockchain and distributed storage technologies and their influence on modern enterprises. It critiques the limitations of centralized storage and demonstrates how decentralized blockchain-based systems provide resilience and reliability. Incentive mechanisms inherent in blockchain enhance secure, globally distributed data storage. Both theoretical progress and practical applications are discussed, including secure transactions, financial operations, and data management. Key benefits include eliminating single points of failure and improving system availability, offering a strong foundation for broader enterprise adoption. (Liu, 2022)
D. Secure Sharing of Healthcare Data via Blockchain
This review explores blockchain’s role in safeguarding and exchanging medical information. Emphasizing its decentralized and tamperresistant design, the study highlights blockchain as a powerful tool for protecting patient privacy. Use cases include federated learning, integration with the Internet of Medical Things (IoMT), and electronic health record sharing. Smart contracts enhance traceability and empower patients with greater control over their data. The paper also identifies current challenges and outlines future research directions to strengthen blockchain’s role in healthcare data management. (Xi et al., 2022)
E. Blockchain in Healthcare and Health Sciences:
A Scoping Review
This systematic review surveys peer-reviewed literature on blockchain applications in healthcare, health sciences, and education. It emphasizes blockchain’s contributions to data integrity, access control, and interoperability. As of October 2018, 39 relevant studies were identified. The primary focus areas include personal health records and electronic health records, with Ethereum and Hyperledger Fabric emerging as the most frequently used platforms. (Hasselgren et al., 2020)
F. Blockchain Applications in Healthcare: An
Overview
This paper outlines how blockchain can transform healthcare systems by enabling secure, efficient, and reliable data exchange. It underscores improvements in patient data management, transparency, and safety, while reducing medical errors. The study reviews blockchain’s operational processes and facilitators in global health contexts. Among the fourteen key applications discussed are secure clinical trial data management and protection of sensitive patient information. (Haleem et al., 2021)
G. Blockchain Vulnerabilities and Security
Challenges
This review investigates potential weaknesses and security risks associated with blockchain systems. It identifies major threats, evaluates current protective measures, and highlights gaps in systematic research on blockchain security. Using an observational methodology, the study analyzes existing literature and discusses both theoretical insights and practical challenges. Proposed mitigation strategies are also considered, laying groundwork for future studies aimed at strengthening blockchain security. (AlFaw et al., 2022)
H. Blockchain-Based Environmental Management in Hospitals During COVID-19
This research focuses on how blockchain can support environmental monitoring and infection control in hospitals rapidly constructed or renovated during the COVID-19 crisis. Traditional inspection methods often lack accountability and traceability in such fast-paced contexts. To address this, the study introduces a blockchainenabled life-cycle environmental management framework that ensures compliance with infection prevention protocols across planning, construction, and operational phases. (Zhong et al., 2023)
I. Collaborative Blockchain Framework for COVID-19 Early Warning
This article presents a decentralized early warning system for COVID-19 built on smart contracts and blockchain. By combining federated learning for medical monitoring with a collaborative learning market, the framework enables secure model sharing and authenticated data integration among untrusted participants. Implemented on Ethereum and IPFS, the system ensures fairness, auditability, and decentralized decision-making in pandemic response. (Ouyang et al., 2021)
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	III.	METHODOLOGY
A. System Overview
The proposed BlockMed framework is designed to ensure secure, tamper-proof, and decentralized management of COVID-19 healthcare data using blockchain technology. The system integrates blockchain, smart contracts, and
InterPlanetary File System (IPFS) to overcome limitations of traditional centralized healthcare data systems, such as data manipulation, single points of failure, and restricted interoperability. The framework enables patients, healthcare providers, and authorized authorities to securely store, access, and verify medical records such as COVID-19 test results and vaccination certificates without relying on a central authority.
B. Data Generation and Encryption In the proposed model, healthcare data is generated at authorized medical facilities such as hospitals or testing centers. This data may include patient identifiers, COVID-19 test results, vaccination details, and timestamps.
Before storage, the medical data is encrypted using symmetric encryption techniques to preserve confidentiality. Encryption ensures that even if unauthorized entities access the stored data, the original medical information remains protected. Each patient is associated with a unique cryptographic identity to avoid exposure of personal details on the blockchain network.
C. Off-Chain Storage Using IPFSDue to the high cost and scalability issues associated with storing large files directly on the blockchain, the encrypted medical records are stored off-chain using IPFS. IPFS stores files in a distributed manner and generates a unique content-based hash for each stored file.
This IPFS hash uniquely represents the encrypted medical record and is immutable in nature. Any modification to the stored data would result in a different hash, thereby enabling effective detection of data tampering.
D. Blockchain Integration and Hash Storage The generated IPFS hash is stored on the blockchain network to ensure data integrity and immutability. A permissioned Ethereum-based blockchain is used to maintain transparency while preventing unauthorized access.
By storing only the hash instead of the complete medical data, the framework significantly reduces storage overhead while still guaranteeing data integrity. The blockchain ledger acts as a trusted verification layer that records all transactions related to medical data storage and access.
E. Smart Contract-Based Access Control Smart contracts are deployed on the blockchain to manage access control and authorization policies. These contracts define rules specifying who can access medical records and under what conditions.
Patients retain full control over their data and can grant or revoke access permissions to healthcare providers, insurance agencies, or government authorities. Whenever a user requests access to medical data, the smart contract verifies authorization before providing the corresponding IPFS hash.
This automated process eliminates manual intervention, reduces administrative overhead, and ensures compliance with healthcare data privacy regulations.
F. Data Retrieval and Verification When an authorized entity requests access to medical data, the smart contract validates the request and provides the associated IPFS hash. Using this hash, the encrypted data is retrieved from IPFS and decrypted using appropriate cryptographic keys.
To verify data integrity, the retrieved file’s hash is recomputed and compared with the hash stored on the blockchain. A match confirms that the data has not been altered, ensuring trustworthiness and authenticity of medical records.
G. Security and Privacy Considerations
The proposed methodology ensures security and privacy through multiple layers:
· Encryption protects sensitive medical data.
· IPFS provides decentralized and resilient storage.
· Blockchain	ensures	immutability	and traceability.
· Smart contracts enforce transparent access control.
By eliminating centralized data storage and enabling patient-centric control, the framework minimizes risks related to data breaches, unauthorized modifications, and single points of failure.
	IV.	WORKFLOW
The workflow of the proposed BlockMed framework illustrates the complete lifecycle of COVID-19 healthcare data from creation to secure access and verification. The system is designed to ensure data integrity, privacy, and decentralized control using blockchain and IPFS technologies.
Step 1: Medical Data Creation
Authorized healthcare entities such as hospitals, testing centers, and vaccination facilities generate COVID-19 related medical records. These records include test results, vaccination status, timestamps, and minimal patient identifiers required for verification.
Step 2: Data Encryption
Before storage, the generated medical data is encrypted using cryptographic techniques to protect patient confidentiality. Encryption ensures that sensitive information remains unreadable to unauthorized users even if the storage medium is compromised.
Step 3: Distributed Storage Using IPFS
The encrypted medical records are uploaded to the Inter Planetary File System (IPFS), which stores data in a decentralized and distributed manner. IPFS generates a unique content-addressed hash for each file, enabling efficient retrieval and tamper detection.
Step 4: Blockchain Hash Registration The IPFS hash corresponding to the encrypted medical record is recorded on the blockchain ledger. Only the hash and essential metadata are stored on-chain, minimizing storage overhead while preserving immutability and traceability.
Step 5: Smart Contract Execution
Smart contracts deployed on the blockchain manage data ownership and access permissions. Patients act as data owners and can grant or revoke access rights to healthcare providers, insurance agencies, or authorized government authorities.
Step 6: Authorized Data Access
When an authorized entity requests access to medical data, the smart contract verifies the access privileges. Upon successful verification, the corresponding IPFS hash is provided for data retrieval.
Step 7: Data Verification and Integrity Check The encrypted data retrieved from IPFS is decrypted using valid cryptographic keys. The system recalculates the data hash and compares it with the hash stored on the blockchain. A match confirms the medical record has not been altered.
Step 8: Auditability and Traceability
All data access and modification requests are permanently recorded on the blockchain ledger. This ensures transparency, accountability, and traceability, which are essential for healthcare data management during public health emergencies such as COVID-19.
	V.	CONCLUSION
This paper presented BlockMed, a blockchainbased framework designed to enhance the integrity, security, and interoperability of healthcare data during the COVID-19 pandemic. Traditional centralized healthcare systems were shown to suffer from data fragmentation, delayed access, and increased vulnerability to fraud and unauthorized modifications, which significantly hinder timely medical decision-making during public health emergencies.
By integrating blockchain technology with IPFSbased off-chain storage, the proposed framework ensures tamper-proof data management while minimizing storage and operational costs. Medical records are securely encrypted and stored in a decentralized manner, with only cryptographic hashes recorded on the blockchain to guarantee immutability and verifiability. Smart contracts enable transparent and automated access control, allowing patients to maintain ownership of their medical data while granting access to authorized stakeholders such as healthcare providers and regulatory authorities.
The proposed approach eliminates reliance on centralized data repositories, improves system resilience, and supports secure data recovery in failure scenarios. Overall, BlockMed demonstrates the potential of blockchain-enabled healthcare systems to provide reliable, privacy-preserving, and scalable data management solutions during pandemic situations and similar large-scale healthcare crises.
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